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POCKOMHAA30P

POJIb U MECTO 3ALLUTbI MPAB CYBBEKTOB
NNEPCOHAJIbHbIX JAHHbIX B OBECINEYEHUN
KMBEPBE3OMNACHOCTHU



KUBEPYIPO3bl B CETU MHTEPHET
v MOWWEHHUYECTBO v/ CNEXKA

v KUBEPBYJIUHT, v LAHTAX
TPOJITART

/ BbIMOTATENbCTBO v AFPECCUBHbIA MAPKETUHI
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UWCTOYHMKU KUBEPYTPO3

» MNPAKTUKA NMPUHATUA ycnosui » NEPEAAYATIA no
Nonb30BaTENbCKOrO COrNalleHnsa Mo yMon4aHumio He3aLLMLLEeHHbIM KaHanam CBA3u
» XULWEHWE NA » NCNONb30OBAHUE

reosioKaLMOHHbIX CEPBUCOB

» WCMNOJIb3OBAHUE «cepbix» MOOUMBHbIX
MPUIOXEHNU » PACMPOCTPAHEHWE INA B OTKPbITLIX
MCTOYHMKAX

» OULLIUHI

» OBLLEHUE c BupTyansHbIMu Opy3bsmu
» MNOBCEMECTHOE UCINOJIb3OBAHUE
BMOEOHADMIOAEHNS
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NOCNEACTBUA KUBEPYT'PO3

o MPUCBOEHUE NUYHOTO UMYLLUECTBA o TpuHyxaeHue k
rPAXIAH OBMAHHbBIM MYTEM BbIMOMHEHWIO BOMKU TPETbUX ML

o MoHetusauusa nonb3oBatens cetu VIHTEpHeET,

o Bpen ncuxnyeckomy, HpABCTBEHHOMY W
T.6. NOMb30BaTESNb CTAHOBUTCS TOBAPOM

[YXOBHOMY 3[0POBbIO rpaxaaH

o Hapylierre npaBa Ha NNYHYKO XU3Hb

MaHunynupoBaHue cybbekToM NepcoHanbHbIX
NaHHbIX
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NNPABOBOE PEIYJIMPOBAHUE 3ALLUTBI MPAB
CYBBbEKTOB INEPCOHAJIbHbIX JAHHbIX

& KOHBEHLWA COBETA EBPOIbI
O 3aumTe Gur3nyeckux nnL npu aBToMaTusnpoBaHHon 0bpabotke nepcoHanbHbiX AaHHbIX ETS Ne 108

&, PEJEPANbHbLIN 3AKOH POCCUIUCKOWN ®EQEPALI
«O nepcoHanbHbIX AaHHbIX»

& QEOEPAIbHbIN 3AKOH POCCUUCKOMN ®ELEPALIMM
« OB nHopmaLmm, MHHOPMALMOHHBIX TEXHOSOMMSX U O 3aLLMTE MHDOPMaLMN»
(B yacTu nopsigka BrokMpoBKM MHpOpMaLMK B ceT IHTEPHET)

& NOCTAHOBINEHMWE NMPABUTENBCTBA POCCUUCKOWU ®EJEPALINNA
«O PepfepanbHoi cryxbe no Haasopy B cdhepe CBA3N, MHPOPMALMOHHBIX TEXHOMOMUA 1
MacCOBbIX KOMMYHUKALWIAY
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HAPYLLEHUA NOPAOKA OBPABOTKW MEPCOHANBHbIX JAHHbBIX B CETU UHTEPHET

O Heperynupyembiin 000poT MHOPMALIMK, COAEPKALLEN NEPCOHANbHbIE JaHHbIe

[ HecootBetctBie 00pabOTKM NEpcoHarnbHbIX AaHHbIX AEKNapupyemMbiM B MOMb30BATENbCKUX
cornavleHusix VIHTepHeT-komnanuii Lensm 06paboTku nepcoHarbHbIX AaHHbIX

O Cbop w aHanu3 nepcoHanbHOW  WHGOpMauUMu  nonb3oBaTened, B TOM  YUCIE,
NEPCOHNMULIMPOBAHHO 3aUHTEPECOBAHHOCTM NOMb30BATENS K ONpeaeneHHbIM ToBapam

U Vcnonb3oBaHue nepcoHarnbHbIX AaHHbIX NOMb30BaTeNs ceT HTEPHET C LieNbo NPOABMKEHNS
TOBapOB, paboT, ycnyr Ha pbiHKe
0 CosnaHve hanblunBbIX akKkayHTOB B COLMArbHbIX CETAX

U Vlcnonb3oBaHue nepcoHanbHbIX AaHHbIX B KOMMEPYECKUX LiensxX

O OBLieaocTynHOCTb MUYHON MHEpOpMALIK
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NONMHOMOYUA POCKOMHAL3OPA MO KOHTPOIKO 3A COBNMIOAEHUEM
3AKOHOJATEJIbCTBA B OBJIACTU NEPCOHAJIbHbLIX JAHHbIX

AUC «PeecTp HapywmuTenen npaB Cy0ObEKTOB NepCOHANbLHbIX JaHHbIX»

LIENb:

OrPAHWYEHUE OCTYMNA K UHOOPMALIUW, OBPABATLIBAEMOW C HAPYLEHUEM
3AKOHOJATENICTBA POCCUUCKOWU ®EAEPALIUKN B OBNACTU NEPCOHANBHbIX JAHHbIX
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HANMUYUE CUCTEMBI NO 3ALLUWUTE NPAB CYBBEKTOB MEPCOHAJbHbIX JAHHbLIX

CMNOCOBCTBYET

HoctuxeHuto BAJIAHCA nHTepecoB

IuyHocTy, obuiecTa v rocygapcTea

COXPAHEHUIO

HEMPUKOCHOBEHHOCTWU uyAcTHOM
XU3HK

CoxpaHeHuio

MCUXONOINYECcKoro
30pOBbLA rpaxaaH
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NudopmarmonHas namMsiTka /sl HCOBEPIICHHOJIETHHX 110 BOMPOCcaM
KH0ep0e30nacHOCTH

B cetd «/IHTEpHE)

KoMmnbrorepubie BUPYCHI

KommproTepHbiii BUPYC - 3TO Pa3HOBUAHOCTh KOMMBIOTEPHBIX MPOrPamMM,
OTJIMUUTEIILHOW OCOOEHHOCTBHIO KOTOPOH ABJISIETCSA CMOCOOHOCTh K Pa3MHOXKEHUIO
(kompoBaHmi0). B momomHeHWe K ATOMY, BHPYCHl MOTYT TIOBPEIUTH WIIH
MOJTHOCTHIO YHUUTOXHUTH BCE (haiiyibl ¥ TaHHBIE, TIOJKOHTPOIBHBIC TTOJIH30BATEINIO,
OT UMEHM KOTOPOro ObLIa 3amyllleHa 3apak€HHAsE MporpaMMa, a TakKe MOBPEIUTh
WM TaKe YHAYTOXKUTH OMEPAITMOHHYIO CHUCTEMY CO BceMU (paiiyamu B 1iesmom. B
OOJIBIIIMHCTBE CJIYYaeB PACPOCTPAHAIOTCA BUPYChI YEPE3 UHTEPHET.

MeToabl 3aIUTHI OT BPEIOHOCHBIX IPOrPAMM:

1. Hcnonws3yii COBpPEMEHHBIE ONEPAMOHHBIE CHCTEMBI, WMEIOIINE
CEPbE3HBIA YPOBEHB 3AIUTHI OT BPEIOHOCHBIX ITPOTPamMM;

2. [TocTtosHHO ycTanaBmmBaii martuu (IUQPOBBIE 3arUIaTKH, KOTOPHIE
aBTOMATHUYECKH YCTAHABJIMBAIOTCA C MEIbI0 MOPAOOTKH TPOTPAMMBI) U JPYTHE
OOHOBJICHMSI CBOCHM omepanmoHHOW cucTeMbl. CkauMBaii WX TOJBKO €
opurmmanbHOr0  caiita paspaborumka OC. Ecmm  CymiecTByeT — pexXuM
ABTOMATHUYECKOTO OOHOBJIEHU A, BKJIFOUH €T0;

3. PaGotaii Ha cBOeM KOMIIbIOTEPE MOJ IIpaBaMU IMOJb30BATENs, a HE
aJMUHUCTPATOPA. OTO HE MO3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrpamMm
WHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Hcnons3yii aHTUBUPYCHBIE MOPOTPAMMHBIE TPOAYKTHl HW3BECTHBIX
MPOM3BONTENICH, C aBTOMAaTHUECKUM OOHOBJICHHEM 0a3;

5. Orpaanub (U3MYECKUI JTOCTYN K KOMITBIOTEPY JUIS MOCTOPOHHHUX
JIMLL,

6. Ucnons3y#t BHENTHUE HOcHWTENW WH(OpMaIuu, Takue kKak (oiemka,
ucK un ¢aiin u3 MaTepHeTa, TONbKO W3 IPOBEPEHHBIX HCTOYHUKOB,

7. He orkpeiBaii koMmsioTepHbIie (Daiiiibl, TIOMYUCHHBIE U3 HEHAIEKHBIX
ucTouHUKOB. Jlaxke Te (aityibl, KOTOpHIE MPUCAN TBOW 3HAKOMBIN. Jlydrie yTouHu

y HETOo, OTIPABJIAI JIU OH TeOE uX.

Cern WI-FI




C momompto WI-F1 MoXHO TOMydnTh OECIUIATHBIA WHTEPHET-TOCTYI B
OOIIECTBEHHBIX MecTax: kKade, OTeNs X, TOPTOBBIX IMEHTPAX W adporoprax. Tak xe
ABJISIETCA OTJIMUHOM BO3MOXKHOCTBIO BbhIxOJa B MHTepHeT. Ho MHOrMeE 3kcnepTh
CUMTAIOT, uTO oOmenoctymabsie WiFi ceTu He SBSIOTCs 0€30MaCHBIMU.

Cosetbl 110 0€30MaCHOCTH PadoOTHI B 0011eA0CTYNHBIX ceTsax Wi-fi

1. He nepenamaii cBoro auduHyr0 HH(GOPMAIIAIO depe3 OOIIeA0CTYITHBIC
Wi-Fi cetn. PaGoTas B HUX, *enaTeapHO HE BBOJAWUTH MAPOJH JAOCTYTMA, JOTUHBI H
KaKWe-TO HOMEPA,;

2. Hcnonb3yit 1 OOHOBJISIH aHTUBUPYCHBIE MPOrpaMMbl U OpaHaMay3p.
Tem caMbIM Thl 00€30MacHIIb ¢e0s OT 3aKaUKU BUPYCa HA TBOE YCTPOMUCTBO;

3. [Tpu wmcronp3oBanuu Wi-Fi otkmoun dyskmmo «O0mmid 1ocTym K
datinam w mpuHTepam». JlaHHas (QYHKIUSA 3aKphITa MO YMOJYAHHWIO, OJHAKO
HEKOTOPBIE MOJIb30BATENIM aKTUBUPYIOT €€ /Ui yA00CTBA UCIIOIb30BaHusA B padoTe
uim yueoe;,

4. He ucnonw3yii nyonuunbii WI-FI mis mepenauu JUUYHBIX AAHHBIX,
HaMpUMep, /U1 BbIX0/Ia B COLIMAJIBHBIE CETH WM B SJICKTPOHHYIO MOUTY;

5. HUcnonb3yit Tonapko 3anuiieHHoe coeanHeHue yepe3 HTTPS, a ne
HTTP, 1.e. npu HaGope BebG-aapeca BBOaM UMEHHO «https://»;

6. B mobunsnom Tenedone orkmoun ¢ynkiuio «Ilogkmouenue k Wi-Fi
aBToMartnueckm». He nomyckaili aBTOMATHYECKOrO MOAKIIOUYEHHSA YCTPOHCTBA K

cetaMm Wi-F1 6e3 TBOero corJjiacus.

CounajgbHble CEeTH
ConmalnpHas CeTh - 3TO CalT, KOTOPBIH MPEIOCTABIIACT BO3MOYKHOCTD JIFO ISIM

OCYIIECTBIIATh OOIICHUE MEXAy co0oit B MHTepHEeTe. Yaile Bcero B HUX JUIs
KaKJIOT'0 UYeJIOBEKa BBIJCIACTCS CBOS JIMYHAs CTPAaHWYKa, HA KOTOPOH OH
yKa3piBaeT 0 ceOc pasnuuyHyro HWH(pOpMAanuio, HauyuHas OT UMCEHH, (paMUIud U
3aKaH4YWBas JIMUYHBIMH (poTorpadusmu. MHOTHE TOJIB30BATEIIA HE TTOHUMAIOT, UTO
nHpopManus, pa3MEIIeHHAs UMH B COITHAJIBHBIX CETIX, MOXKET OBITh HaljeHa U
UCIIOJIb30BaHA KEM YTOAHO, B TOM 4YHCJIE HE 00s3areabHO C  OjaruMu

HaMCPCHHUAMM.

OcHoBHbBIE COBETHI M0 0€30MACHOCTH B COLUAIbHBIX CETSX:
1. OrpaHuub CIHACOK Jpy3ei. Y TeOs B APYy3bsIX HE JOKHO OBITh

CJIyHYaWHBIX U HE3HAKOMBIX JIFOJICH,


https://%c2%bb

2. 3amuiaii CBOIO YacTHYIO XH3Hb. He ykaspiBaii mapoiu, tenedoHsi,
aapeca, Jary TBOETO POXKIACHUA W APYTYIO0 JIMYHYIO  HMH(DOPMALHIO.
3MOYMBITIUICHHUKH MOTYT UCTIOJIb30BaTh JakKe WH(POPMAITHIO O TOM, KaK Thl U TBOH
POJIATEIH TUTAHUPYETE MPOBECTH KAHUKYJIHI,

3. 3alumilai CBOK PEnmyTalUIO - JEPKH €€ B YUCTOTE M 3aJaBail cebde
BOIIPOC: XOTEN OBl ThI, YTOOBI APYTHE TMOIH30BATETN BUICTH, UTO ThI 3arPy Kaeiiib?
[Toaymaii, mpeskae uem 9To-To OnmyOIUKOBATh, HAIMCATh U 3aTrPY3HUTh;

4. Ecnu THI TOBOPHIIH C JIIOJBMHU, KOTOPBIX HE 3HACIIh, HE UCIOJb3YH
CBOE peaJlbHOE MUMS W JAPYTYIO JIMUHYIO WH(pOPMAIUU: UM, MECTO KHUTEIIbCTBA,
MECTO yueObl U MPOUEE;

5. Wzberaii pazmemnienus dotorpaduii 8 UatepHeTe, rae Thl n300paxeH
Ha MECTHOCTH, IO KOTOPOI MOKHO OTIPECIUTHh TBOC MECTOTIOJIOKEHHE,

6. [Ipu perucrpanuu B COLMAIBHON CETH HEOOXOIUMO HCIMOJIb30BaTh
CJIOXHBIC TIAPOJIH, COCTOSAIINE U3 OYKB M MA(P W C KOJTUISCTBOM 3HAKOB HE MCHEE
8,

7. JInsa comuanbHOW CETH, TOUTHl W JIPYTHX CAWTOB HEOOXOIUMO
MCTIOJIb30BaTh pa3Hbie maponu. Toraa ecnu Teds B3JIOMAIOT, TO 370YMBILIUICHHUKH

MOJIyuar JOCTYM TOJBKO K OJTHOMY MECTY, @ HE BO BCE CPa3y.

DJeKTPOHHbIE I€HbI'H
DJIEKTPOHHBIE JEHBIUM — A3TO OUYEHb YJAOOHBIA CHOCO0O TUIATEXEH, OAHAKO

CYIIIECTBYIOT MOIIIEHHUKH, KOTOPHIE XOTAT MOJIYUUTh 3TH JICHBTH.

DJIEKTPOHHBIC NEHBTH TOSBUINCH COBCEM HEABHO M MMEHHO M3-32 3TOTO BO
MHOTHX TOCYAapCTBaxX J0 CUX TIOP HE TPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccun e oHM (DYHKITMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, T]IE
WX Pa3zeaiOT Ha HECKOJBKO BHJIOB - aHOHUMHBIC W HE aHOHWMHBIC. PasHuia B
TOM, YTO QHOHHMHBIC - 3TO T€, B KOTOPHIX pPa3periacTcs MPOBOANUTH oreparun 0e3
UACHTU(UKAIIMN  TIOB30BATEIsA, a B HE AaHOHUMHBIX HWIACHTH(UKAITUH
MOJIb30BATENS SABJIAETCA 00A3aTEIBHOM.

Tawke crnemyer pasnmuyaTh OSJEKTPOHHBIC (PUATHBIE MEHBIHA (PaBHbBI
rOCyJapCTBEHHBIM BAIOTAaM) W JJICKTPOHHBIC He(UATHBIC ACHBIA (HE PaBHBI
rOCYyJapCTBEHHBIM BATIOTAM).

OcHoBHBbIE COBeTHI M0 0€30MACHOI1 padoTe C 3JTeKTPOHHBIMH IEeHbIAMU

1. [TpuBsoku k cueTy MOOWIBHBIN TenmedoH. OTO caMmblii yAOOHBIN

OBICTPBIM CIOCOO BOCCTAaHOBHTH JAOCTYIl K cuery. [lpuBszanubiii TemedoH



MOMOXKET, €Ciau 3a0yJellb CBOM IJIATEKHBIA Mapoib WK 3aiijenib Ha CailT ¢
HE3HAKOMOIO YCTPOMCTBA,

2. Hcnone3yii ogHopa3oBsie maposud. Ilociie mepexona Ha yCHICHHYIO
aBTOpu3alMi0 TeOe yke He OyJeT yrpoKarhb OMACHOCTh KPakKM WJIM MepexBaTa
MJIATEXKHOTO MapOJIs;

3. Bribepu cnoxsblii naposib. [IpectynHukam OyAeT HE MPOCTO yrajaaTh
CJIOKHBIM Taposib. HanexHele mapoii — 3TO MApoJid, KOTOPbIE COACPKAT HE
MEHee 8 3HAKOB W BKITIOUAIOT B CeOSl CTPOUHBIC W MPOMUCHBIC OYKBHI, U(PPH 1
HECKOJIbKO CHMBOJIOB, TaKHE KakK 3HAK JoJiapa, GpyHTa, BOCKIIMIATEILHBIN 3HAK H
T.11. Hanmpumep, StROng!;;

4. He BBOAM CBOM JIMUHBIC TAHHBIE HA CANTAX, KOTOPHIM HE TOBEPSEIID.

DJICKTPOHHAS M0YTA

DJIEKTPOHHAS TIOUTA — 3TO TEXHOJIOTHS U MPEAOCTABIISIEMBIE €10 YCIYTH IO
MEPECHUIKE U MOJYUCHUIO AJIEKTPOHHBIX COOOIICHUHN, KOTOPBIE PACpPeICsAIOTCS B
KOMIBIOTEpHOH ceTH. OOBIYHO 3JICKTPOHHBIM MOUYTOBBIM AWK BBITJISINAT
CIIEIYIOIIMM 00pa3oM: UMs_TOJIb30BATENA(@UMs_1oMeHa. Takke KpoMe nepeiadn
MPOCTOTO TEKCTA, UMEETCA BO3MOKHOCTh TIepeIaBaTh (haiiibl.

OcHoBHBbIE COBeTHI M0 0€30MACHOI1 padoTe ¢ 3JIeKTPOHHOI MO YTOIi:

1. Hano BwiOparh mpaBWibHBIA NOUTOBBIA cepBuc. B MHTepHeTe ecTh
OTPOMHBIHN BIOOP OECIJIATHBIX MOUTOBBIX CEPBUCOB, OJTHAKO JIUIIIE TIOBEPATh TEM,
KOT'O 3HAELIb U KTO NIEPBBIA B PEUTUHTE;

2. He yxaspiBait B jauuHOW moute JmuHyro wHbopmarmio. Hampumep,
Jydlie BEIOpaTh «My3bIKaIbHbBIN (panar(@» win «pok2013» Bmecto «temal3»;

3. Hcnonb3yit AByX3TamHyKO aBTOPU3ALMIO. DTO KOTJAa MOMHUMO MapoJid
HYHO BBOJUTb KOJI, TpUChLIaeMbiii o SMS;

4. Bribepu crioxHbii naposib. JlJis KakKI0ro moyToOBOroO SIIMKA JOJKEH
ObITh CBOM HAJACKHBIH, YCTOWUMBBIN K B3JIOMY NAPOJIb;

5. Ecmr ectp BO3MOXXHOCTH HamucaTbh CaMOMY CBOW JIMUHBIA BOMPOC,
HCIIOJIb3YH 3Ty BO3MOXHOCTD,

6. HNcnonp3yii HECKOJIBKO MOYTOBBIX SIIUKOB. [lepBbIA mjisi 4acTHOH
MEPENUCKU ¢ aipecaTaMu, KOTOPHIM Thl JOBEPSEIIb. DTO JCKTPOHHBIA apec HE

HaJI0 WCIIOIh30BaTh MPH PETUCTpAAK Ha popyMax U calTax;



7.  He oTkpsiBaii ¢aityibl m ApyrHe BIOXKEHUS B MUChMaX Jaxe €CJU OHU
MIPUIILTA OT TBOWX APY3€H. Jlydile yTouHM y HUX, OTIPABJSUIA JIM OHHA TeOe 3TH
haiser;

8. [Tocne oxkoH4aHusA PabOTHl HA TOUTOBOM CEPBHCE MEPE]T 3aKPHITHEM

BKJIAJKU C CAWTOM HE 3a0y1b HAXXaTh HA « BBIATHY.

Kn6epOyaauHr ujiay BUPTYAJbHOE M3/1€BATEILCTBO
KubepOymnuur —  mpeciieioBaHUE  COOOIIEHUSMH,  COJCp KaIlMMHU

OCKOpOJICHHS, arpeccuio, 3aImyTUBaHNUE, XYJIATAHCTBO; COIMAITEHOE
OOWKOTHPOBAHHUE C TIOMOIIHIO PA3TUUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 10 00pbOe ¢ KHOEPOYLNIHHTOM:

1. He Opocaiics B 0oii. Jlyummuii crnoco0: MOCOBETOBATHCA Kak ceOs
BECTH U, €CJIA HET TOTO, K KOMY MOYHO OOpPaTHUTHCSA, TO BHAYAJIE YCIOKOUTHCS.
Ecnu ThI HauHeNms OTBEYATh OCKOPOJICHUSAMH HA OCKOPOJICHHS, TO TOJIBKO €ITe
OOJIBIIIE PA30XOKEITh KOH(IIAKT;,

2. VYnpasnsii coeit kubeppenyTanuei;

3. AHOHUMHOCTh B c€Tu MHUMAasl. CyIECTBYIOT CIIOCOOBI BBISICHUTD, KTO
CTOWT 32 aHOHUMHBIM aKKayHTOM;

4, He crout Bectn xynuranckuii 00pa3 BUPTyaabHOU xu3HU. HTEpHET

(uKcUpyeT BCe TBOM JEHCTBHS W COXPAHICT WX. YJAIWTh WX OyJeT KpaiHe

3aTPYIHUTEIBHO;
5. Benu ceOst BEXKIHBO,
6. UrHopupyit enuHuuHbli HeratuB. OAHOPA30BbIE OCKOPOUTEIBHBIE

cooOIleHUsT Jyulie WrHopupoaTh. OOBIYHO arpeccusa MOpeKpalaerca Ha
HAYaJIbHOW CTaJIUH,

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIICHHUSIMH,
B COLMAJIbHBIX CETAX €CTh BO3MOXKHOCTh OJOKHPOBKM OTHPABKH COOOIICHUH C
OMPECIICHHBIX aJPECOB;

8. Ecnu T cBugerens kubepOysimHra. TBOW AEHCTBHS: BBICTYNUTh
MPOTUB TPECIICAOBATENs, MOKa3aTh €My, UYTO €ro JCHCTBHUS OLICHUBAIOTCS
HETAaTUBHO, MOAJACPKATh KEPTBY, KOTOPOH HYKHA MCUXOJOTHUECKAs MOMOIIIb,

COOOMINTH B3POCIHIM O (paKTE arpeCCUBHOTO MOBEICHUS B CETH.

MoonabHblii Tenedon



CoBpeMmeHHBIC cMapT(OHBI U IIAHIIETH COACPIKAT B ceOe BITOITHE B3POCIIbIi
(yHKIIMOHAN, HW TEINEePh OHH MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMU
KoMIbtoTepaMu. OHAKO, CPEACTB 3AIIUTHI IS MOTOOHBIX YCTPONUCTB TIOKA OYCHb
Mano. TecTHpoBaHWE W TOWCK YSI3BUMOCTEH B HHX TPOUCXOAUT HE TakK
WHTEHCUBHO, Kak myis [1K, To ke camoe kacaercs u MOOMITBHBIX TPHJIOKESHHH.

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl yX€ TPAKTHYECKH  JIOTHAJIH
HACTOJIbHBIE aHAJOTH, OJHAKO pacimpeHrue (yHKIWOHAIa BJIEUET 3a COOOM
OOJBIITYIO CJIOKHOCTh U MEHBIITYIO 3alTUIIICHHOCTb.

Jlaneko He BC€ MPOM3BOJAMTENM BBIMYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE
KPUTHUIECKUE yA3BUMOCTH JIJISi CBOMX YCTPOMNCTB.

OcHoOBHbBIE COBETHI JJI51 0€30MaCHOCTH MOOUIbHOTO TejiedoHa:

1. Bynaw ocToposkeH, Beab Korjaa Tede mpeiararoT OecIjiaTHbIH KOHTEHT,
B HEM MOTYT OBITh CKPBITHI KAKHE-TO IIJIATHBIC YCIIYTH,

2. Jymaii, mpexxne uem otnpaButh SMS, ¢dboto wimu Buaeo. Tol ToUHO

3HAEIIb, IJI¢ OHU OyAyT B KOHEUHOM UTOrE?

3. Heobxoaumo 0OHOBIIATH ONEPAIHOHHYIO CHCTEMY TBOET0 cMapT(OHa;
4. Hcnonb3yit aHTHBHPY CHBIE TIPOrPaMMBI JIsI MOOMITBHBIX TEIS()OHOB;
5. He zarpyxaii nmpuimokeHHUsS OT HEH3BECTHOTO HMCTOYHWKA, BeAb OHU

MOTYT COJIEPKaTh BPEIOHOCHOE MMPOTPAMMHOE 00ECTICUCHHE;

6. Ilocnme Toro kak THI BBIHAEHIL C CalTa, TAE BBOJWI JIHUYHYIO
nHpopManuio, 3aiiau B HaCTPOiiku Opaysepa u yaanu cookies;

7. llepwoawuecku TPOBEPSH KaKWe TUTATHBIC YCIYTd aKTHBHUPOBAHBI Ha
TBOEM HOMEDE;

8. JlaBait cBo¥i HOMEP MOOWIILHOTO TeNiehoHa TONBKO JIFOASM, KOTOPHIX
TBI 3HACIITH U KOMY JOBEPSICIIIb,

9. Bluetooth momkeH ObITh BBIKIIOYEH, KOTJA Thl UM HE TOJIB3YEIThCA.

He 3a0biBaii nHOTAQ NPOBEPSTH 3TO.

@OUINUHT WA KpPaKa JIMYHbIX JAHHbIX
I'maBHas Ooeiab (I)I/IH_II/IHI‘ - BHJA HHTepHeT-MOH_IeHHI/ILIeCTBa, COCTOUT B

MOJTyYCHUHN KOH(UICHITHATBHBIX JAHHBIX TOJIb30BaTENIeH — JIOTHHOB W TIApOJIeH.
Ha anrmmiickom s3sike phishing uuraercs kak ¢ummnar (ot fishing — pribuas
JI0BJIsI, password — TapoJb).

OcHoBHBbIE COBeTHI M0 00pbOE C PUIINHIOM:



1. Cnenu 3a cBouM akkayHToM. Eciau Thl moao3peBaelib, 4TO TBOS
aHkeTa OblJIa B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMPOBaTh €€ W COOOIIUTH
aJMUHUCTPATOPaAM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. HUcnons3yit Oe3omacHble BeO-CaliThl, B TOM 4YHCJE, HWHTECPHET-
Mara3uHOB U TTIOMCKOBBIX CHCTEM,

3. Hcnonb3yil ciaoxkHbie U pa3Hble mapoju. Takum oOpa3oM, eciiu Teds
B3JIOMAIOT, TO 3JIOYMBIITUICHHWKH TIOJydaT JOCTYI TOJBKO K OJHOMY TBOEMY
pOoUIIIO B CETH, a HE KO BCEM,

4. Ecnu 1eb0s B3noManu, TO HEOOXOAMMO MOPEAYNPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIEe NOOABJEHBI Y T€OA B APY3bSIX, O TOM, YTO T€Os B3JIOMAJIU U,

BO3MOZKHO, OT TBOCT'O UMCHHU 6YI[GT pacCblIaThbCA CIlaM U CCBLJIKM Ha (I)I/IH_II/IHFOBBIG

CaWTBhI,
5. YcranoBu HaaexkHbIH napoib (PIN) Ha MoOubHBIN TenedoH;
6. OTkoun coXpaHeHue mapojia B Opaysepe;
7.  He otkpoiBaii ¢aiinbl U Apyrue BIOKEHUSA B MAChMAaX JAXe €CJIA OHU

MPUIUIA OT TBOUX JApYy3el. Jlyule yTOUHW y HHUX, OTIPABJIAIA JIU OHU Te€OE 3TH

haris.



Mpabura de3onacHozo
noBederus

6 cemu UnmepHem

A
o®







KAK TEBA 30BYT?

CKONBKO TEBE NET?

KAKOIrO YUCNA 'Y TEBA
NEHb POXAEHUA?




KAKOW Y TEBS HOMEP |
TENE®OHA?

B KAKOM KNACCE U KAKOW
LWKONE Th! YHULWIBCA?



Umo makoe AudyHble UAU NePCOHAAbHbDIE DAHHbIE?

Aml v Vs 13

»

" BCA MHOOPMALIUSA, iy
KOTOPASA NO3BONAET HOMEP LLKONbI, KNACCA
YCTAHOBUTb TBOIO
~JINYHOCTL

ROMALLHWIA ALPEC



< aKyro UHPOpMayuro Mol Yaue Bcezo pasmewjaem o cede?

®OTOrPAGUMN,
UMA U BO3PACT

HOMEP
BAHKOBCKOW

['[IE XXMBEM, B KAKOM
~ KNACCE W LLIKONE
y4yumcs



Kakue yzpo3bl Brevem decneuHoe omHoweHUe K AUYHBIM DAHHBIM?

TBOU ®OTOrPA®UN

Y TEBS MOXET PA3SMECTAT B UHTEPHETE MOKA TEBS
NOSIBUTLCS __ aa BE3 TBOEIO PA3PELUEHNA W POOUTENEN HET [JOMA
BUPTYAIIbHbIA ABOMHUK 3MOYMbILLNEHHWUKA MOTYT
MPUUTU U OBOKPACTb IOM
TEBA MOIYT HAYATb
TPONNUTb
BUPTYANbHbIA APYT ONJATA KAPTON POOUTENEN
MOXET OKA3ATbCA BUAEOUIP U MPUNOXEHWUNA
BAHAUTOM B XWU3HW MOXET NPUBECTW K KPAXE

AEHEI C UX KAPT



(:0) Mpabura 3auumol nepcoHAAbHBIX OAHHbIX

EcAu mede npedrazaem

Ucnonesyii He ocmabasii Bcmpemumeocs
Bmecmo umeru He ykasuiBaii AUYHYHO Bupmyanvhuiit opye — Oegauuub docmyn
HUK, KAPMUHKY 6 Cemu, UHgopmayuro o cede nocoBemyticsa K cBoemy npodunro

Bmecmo gpomo u 20e moi xubBewpb u 6 coyuanvreix cemsax ¢ podumeAsmu 8 coyuanvHoii cemu
yemaroBu eaoxHoie
napoAu

He omnpabasii cmc Ha He cmabp He ckavuBaii He pacckasvibaii, He 3HakoMbcs
KopomkKue HoMepa, He 280A0KAYUHD NPUAOXKEHUS Kozda 8 unmepHeme
coodwaii Homepa nod cBoumu ¢ HenpoBepeHHobix u kyda e3duwib
dankoBekux kapm, nocmamu cailimo8, ycmarobu ¢ podumersmu

cBoeii uau podumeneii anmubupyc omavixamb




TPOJITUHT — BnA xynuraHctea B cetn, popma
NPOBOKaLUUWN UIN U3AEBATENLCTBA. TPOI/b
NUTaeTCA HeraTUBHbIMMU SMOLIMAMM, OH 3a4aeT
0buaHbIe BOMPOCHI, MOXKET OCKOPOAATD,
n30eBaTbCA, BbICMEWBATb BHELUHWUW BUA, POCT,
BEC, M1UcaTb 0bMAHbIE CI0BA NPO POAHbIX U

Apy3en

Ecan 1eba obukatot B cetu, To nomuu INTABHOE
MPABUJTIO —
HE KOPMWUW TPOJA

KaK To/IbKO nepecTaHellb pearMpoBaTtb Ha Hero,
OH O4YeHb BbICTPO NoTepaeT uHTepec. MorKelwb
NOXKaN0BaTbCA Ha HEro AN CooBbLWUTL O
TPON/INHIE aAMMHUCTPATOPY CaiTa



KUBEPBYJ/IJITUHT — 310
MCNO/Ib30BaHMe
COBPEMEHHbIX
TEXHO/IOMUM C Lenbto
obunaeTb, YHU3UTD,
3anyratb Uau
npecnegoBaTth APYroro
ye/siloBeKa

[oBOpPA NPOCTbIM
A3bIKOM, 3TO TPaBAA,
nepeHeceHHas B CeTb
UHTepHeT

— Hukoraa He npuHUMan cam
y4acTue B MHTEPHET-TPaB/le Koro-
nmbo

— YcTaHOBM HAaCTPOUKMU
MPUBATHOCTU, YTOObI HE3HAKOMbIE
N0AM HE MoK nucaTb Tebe nnu
OCTaBASATb KOMMEHTapPUKU Nnoa,
TBOMMU GOTO

— HuKkoraa He oTBeYam Ha BYAAUHT
— [lena CKpUHLLOTbI BCEX
coobuweHun n coobuim o Tpasne
aAMUHUCTPATOpPY pecypca —
3a4YMHLLMKaA TpaBau 3aDN0KUPYIOT
— [106aBb €ro B YepHbIM CNUCOK

— Morosopu o npobaeme ¢ Kem-
HUOyAb U3 B3POC/bIX, /yyLle C
POAUTENAMMU — OHU NMOALEPHKAT U
nomoryT cobpaTb AOKa3aTe/1bCTBA
N HAaUTU BbIXOA, U3 C/IOXKMUBLLENCSA
CUTyaumm
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